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World War III is a guerrilla information war with no division between military and civilian 

participation (Marshall McLuhan, 1970) 
 

 
In 2014 Marine General and U.S. Secretary of Defence James Mattis said that hybrid wars 
characterize the future of warfare. Other political leaders shared Mattis views including 
President Vladimir Putin, Jens Stoltenberg, and past European Union commissioners 
Federica Mogherini and many of the current European Union political and military leaders. 
Hybrid Warfare is a game changer for the European Union. It is the preferred alternative to 
war in the fragmentated worlds of colliding ideologies and statecraft.  
 
Hybrid threats are viewed as an existential threat to the domestic and external security of the 
European Union. Both, the Russian and Chinese relationship with Europe and the United 
States remains, despite the new U.S. administration, at best, tense. Ideological divides on 
trade relationships, territorial claims and peer power rivalry provide hybrid warfare with the 
oxygen to prosper.  
 
Hybrid warfare, also known as “grey area”, asymmetrical, insurgencies, guerrilla or partisan 
warfare has the potential to shift from a cold war, intelligence war to a hot war confrontation 
as both opponents deal with uncertainties, disinformation, and strategic objectives. Hybrid 
warfare could lead to domestic destabilization as deception (in Russian maskirovka) permits 
to conceal the strategic objective of the adversary. The threat to a state is the miscalculation 
on both sides because of disinformation to escalate the intelligence and political belligerent 
rhetoric. 1914 is one of the prime examples of a belligerent intelligence operations caused the 
law of unintended consequence to escalate rapidly.  
 
Today, 107-years later, and 30-years after the collapse of the Soviet Union once more are 
tensions multiplying as the United States and Europe find its strategic equilibrium towards 
renewed Russian and the Chinese grandeur after the Afghanistan debacle. Fear not, 
Afghanistan will long be on the strategic forefront for the coming years.  
 
From a European standpoint, conventional war remains an option, but hybrid war offers 
economic benefits and unconventional tactics as part of an overall strategy allows to 
destabilize the target audiences. Europeans recognize that no single aspect of hybrid threats 
exists in isolation from another. Hence the interconnectivity of cyber, infrastructure attacks, 
disinformation, non-state actors, military build-up even hybrid threats surfacing outside the 
immediate space of the European Union serve the strategic purpose of the adversary.  
Whereas the non-kinetic threats dominate the hybrid warfare domain, the use of kinetic, 
conventional, and unconventional forces is applied when opportune in a mix of tactics. Linear 
warfare is condoned to the history books of defeats.   
 
Hybrid warfare has two sides to the coin. The question seldom posed is what triggered the 
Russian, Iranian, Chinese, or North Korean or other sub-actors like Turkey, to use hybrid 
tactics? The Europeans offer very little explanation and often utilize the U.S. narrative of hybrid 
warfare is a strategy of the weak actor. This view is not shared by this author, since it overlooks 
the law of unintended consequence, the security culture and historical context of the actors, 
ideological differences between communism and capitalism that still linger, even religious 
interpretations, and economics.  
 
As earlier stated, hybrid warfare is an economical option. It is a war on the ‘cheap’ for any 
adversary of the European Union and particularly effective against small states. But it can be 
applied as an offensive tool. The much-celebrated U.S. strategists Gene Sharp coined the 
phrase, “it’s an alternative technique of combat, and substitute for war and other violence.” 
(Sharp, 2010). It is irrelevant if violence includes the art of arms or non-violent means, both 
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are forms of war. As seen in the Ukraine and Crimea the use of arms is the final stage of the 
mix of non-violent, disinformation, and use of violent means. The Canadian academic coined 
the phrase of the “tipping point” being reached (McLuhan, 1970). 
 

Marshall McLuhan pointed out the Alexandrian library has become a computer with human 
senses replaced by ‘big brother’. The Canadian philosopher said further that unless we are 
aware of this dynamic, we are moving in a phase of panic terrors, befitting a small world of 
tribal drums, total interdependence, and superimposed co-existence. He wrote,  
 

‘…Terror is the normal state of any oral society, for in it everything affects everything all the 

time…’.  

 
McLuhan relevance cannot be overstated. Hybrid warfare, disinformation, overdependence 
on technological judgments, rather than human processes, the media overload is identified 
threats by EU defense and policy officials. 
 
For some time, the European Union seeks to implement measures to ‘future-proof’ society 
and the defense establishments against subversion, infiltration, or disintegration. Russian 
active measures aim to disintegrate the southern flank of NATO and erode the EU. The cultural 
and historical influence of Russian ambitions is recognized as a threat. The rationale is also 
rooted for Russian naval interests, the restriction of U.S. and EU naval movements and control 
over trade and access in the Black Sea. The Russo-Turkish rapprochement is based on a 
geopolitical calculus by Moscow that the European Union embroiled in the usual bureaucratic 
sluggishness fails to recognize the Russian intention. The opening of a second Bosporus sea-
link is important for Moscow.  
 
The focus of Russian intention can be seen during the time of the annexation of the Crimea 
Russians activated an underwater data link in the Kerch straits to link up the Russian mainland 
with the annexed Crimea for an estimated US$ 22 million. These developments were about 
two years in the making before the annexation of the Ukraine.  
 
The EU countermeasures and policies cover cyber, maritime, energy domains and following 
the U.S. example, space. EU analysis shows it responded with a series of initiatives to 
strengthen the EU as a more credible actor to its own internal and external security. Although 
wide range policy actions were initiated since 2014/2015 the operational and financing to 
develop strategic capacities to counter hybrid threats EU policy insiders acknowledge the 
difference between intent versus execution displays considerable gaps and areas for 
improvement.  
 
Blurring the traditional lines, hybrid warfare has produced grey areas aiming to dissolve the 
state order, creating ambiguities and paralyzes the decision-making processes limiting the 
option to respond using non-conventional spheres of influence. This shift is somewhat a 
departure from the Clausewitzian concept of gravity. Multiple spheres of influence determine 
the Center of Gravity of strategic even tactical direction. Although networks or spheres of 
influence changes from geographical-bound analysis to interests and idea-based areas is 
changing the power dynamics domestically and globally. Non-linear actions exploit the 
vulnerabilities identified in the spheres of influence.  
 
Although the EU strategic space recognizes the hybrid threat, the European Union still lacks 
the nimbleness to respond. The EU administrative disjointedness, sluggish and the natural 
fragmented and overburden by internal restraints offers adversaries considerable advantages 
over the European ‘project’.  
 
The recognition of hybrid threat is potent and somewhat difficult to detect the necessity to form 
joint institutions of the EU to produce credible intelligence that produce and contribute to sound 
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political judgment is needed now than ever. The 2019 EU assessment1 wrote,  
 

The defining feature of greater international complexity is the ongoing shift from a unipolar 

structure to a more fragmented distribution of power. So far this has not led to more 

cooperation, but rather to growing uncertainty and rivalry. We have also seen how 

connectivity, while bringing about great opportunities for communication and exchanges, 

is being used to exploit vulnerabilities and undermine our democratic systems with a 

growing use of cyberattacks and disinformation campaigns. 

 
From a Russian, Turkish, Iranian, and even Chinese perspective these fragments in European 
society allows exploitation on the fringes. China is the biggest investor in some of the Balkan 
states, exporting drones to Serbia, utilizing soft and hard power with nimbleness and ‘silent 
economic warfare’ of improved trade relationship with the Balkan states. The Europeans 
struggle on its home turf. Historical baggage, overly cumbersome bureaucracies, and the push 
to force EU policies onto the local populous allows disinformation and exploitation of a 
traditional suspect population.  
 
The recognition of hybrid threat is potent and somewhat difficult to detect the necessity to form 
joint institutions of the EU to produce credible intelligence that produce and contribute to sound 
political judgment is needed now more than ever. The feared stove piping of intelligence is still 
very much in existence in the European Union, as is a hubris elitism of lawyers and 
bureaucrats running the European Union. For example, the average hiring period for an EU 
official being hired is twelve (!) moths or longer. This transcends in the lack of building 
cohesion. It has created distrust and allows bureaucratic inefficiencies being exploited by 
Russian and Chinese efforts.  
 
Most countries of the EU are reluctant to dispatch officials to the EU agencies. The hiring 
process impacts quality in detection and countering disinformation with the response being 
bureaucratic rather than nimble and innovative. Not so on the other side. Russian and Chinese 
efforts look with ease more focused on the local flavour rather than righteousness by 
rubberstamping consuls dispatched from Brussels to the far-flung corners of the European 
empire. Inefficiencies breed disinformation exploitation.  
 

Although the joint intelligence EU agency/ European Union Intelligence Analysis Centre (EU 
INTCEN) was stood up in 2012 and is in operation, areas of improvement in particularly the 
technical foresight capabilities, research as well as comprehension of the culture of the threats 
was identified in recent policy discussions. In 2017 the Hybrid Center of Excellence (Hybrid 
CoE) was established in Helsinki to coordinate NATO and EU efforts to counter the rise of 
Russian hybrid operations. Since then, it steadily has expanded and today has 28 members 
states including the United States and the United Kingdom. China, the Western Balkans2, 
radicalization, and trends in the contemporary information environment are actively 
researched by this EU/NATO activity.  
 
Europeans recognize the response to hybrid threats will never produce a specific timeframe 
or outcome. Hybrid warfare provide the aggressor flexibility, the freedom of choosing the 
battlespace beyond the borders targeting the Europeans who often lack the political 
willingness to engage their adversaries who far away from the European political centre 
operate in relative obscurity creating the pre-conditions to reach a tipping point to favour the 
adversarial outcome. Ignoring the defining element could change over time the entire nature 
of conflict turning posturing into war.  
 
Whereas European and western disjointedness is the weakness of the hybrid response, 

 
1 https://eeas.europa.eu/sites/default/files/eu_global_strategy_2019.pdf; 2019 
2 https://www.hybridcoe.fi/wp-content/uploads/2020/07/Hybrid-CoE-Trend-Report-2.pdf; March 2020 

https://eeas.europa.eu/sites/default/files/eu_global_strategy_2019.pdf
https://www.hybridcoe.fi/wp-content/uploads/2020/07/Hybrid-CoE-Trend-Report-2.pdf
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Russian, Chinese, and Iranian hybrid tactics are part of the cultural makeup of its political 
civilization with historical roots enshrined in counter disinformation, asymmetrical or hybrid 
warfare.  
 
Globalization and new technology provided the adversary with a critical path to accelerate the 
threats or shift the spheres of influence of the threats as needed. Trends such as the 
preservation of the regime remains the chief purpose for China, Russia, but also for lesser 
states such as Iran, Turkey and many of the former Soviet republics sometimes referred as 
zombie democracies3.  
 
Economic statecraft is considered primary practice for the competitors of the European Union 
to seek advance its strategic interests. China asserting geopolitical power and influence is not 
a strictly economic spill over effect. Ideological motivations play a role in the national 
consciousness of Russia, China, Turkey as well as Iran. Europeans view China to continue 
using hybrid threats as a force multiplier. Coercion tactics are used to compensate the 
shortcomings of Chinese and Russian domestic policies.  
 
From the point of view of the opponents the use of hybrid warfare, disinformation, cyber-
attacks, or infrastructure penetration are legitimate action of the interests of the state. A 2019 
report illustrates the diversity of hybrid threats the Europeans have recognized,  
 

The truth of the matter is that hybrid threats are potent because they are difficult to detect. A 

threat to critical infrastructure might well be part of an overall attack on the EU that includes 

border tensions and disinformation campaigns (i.e., horizontal hybrid strategies). Alternatively, 

a coordinated disinformation campaign may be employed to set the groundwork for some later 

escalation (i.e., vertical hybrid strategies). In other cases, an attack on critical infrastructure 

might not be part of a hybrid campaign at all - it could be the work of criminals, terrorists, or 

extremists. 

 
This author disagrees with the narrative ‘difficulties to detect’. Once more hybrid threats 
require cultural shifts within the policy, intelligence, and academic space. The European 
responses are still a repeat of the pre-9/11 stovepipe culture and display a lack of imagination. 
Adversaries, i.e., Hezbollah, Iran, Russian, Chinese, North Korean or other non-state 
extremist factions display routinely ‘dots’ and signal their intentions but the lack of institutional 
nimbleness permit the threat to metastasize.  
 
Today the outlier threats are a repeat of pre-9/11 warnings identical to the 1997 threats made 
in the cave in the Hindukush by an obscure extremist. It required four years to metastasize, 
morph, evolve from an idea leading us to a changed world. Hybrid threats are a manifestation 
of the exponential multiplication of the speed of global threats with 186,000 miles of data per 
second in today’s environment. With an additional 380 million estimated website domains, and 
an estimated additional 500 million domains on the darknet a change in policy towards hybrid 
warfare is somewhat urgently needed.   
 
We now live in an even more contested world with new, and not so new, threats accelerating 
due to availability of technology comparable to a few a few years ago. Contestation is playing 
out in the changing strategic, economic, and political spheres. The European Union which 
traditionally reacts to the hybrid threats with a defensive response, the antagonists, state, non-
state, or criminal entities, are almost always take an offensive role. This requires a rapid 
recalibration of defensive and offensive capabilities.  
 
To illustrate the point. Russian disinformation operations are identified operating in Ghana and 
Sudan besides Moscow. Both African activities hold conventional military implications. 

 
3 https://www.hrw.org/news/2021/07/28/age-zombie-democracies; 29 July 2021 

https://www.hrw.org/news/2021/07/28/age-zombie-democracies
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Russian naval logistic supply bases were planned in Sudan. The identified Russian eco-
system operating an estimated 37 domains, news outlets and TV stations suggesting the 
expansion of the Russian presence in Africa is to redevelop ties with the former socialist allies 
on the African continent.  
 
The European response is a philosophical interpretation on one website4 that is factual correct, 
one TV station and routine mainstream media distribution. The over dependency on traditional 
mainstream media, TV stations and radio fails to address the changing digital landscape to 
respond to hybrid threats. The public largely ignores the EU narratives. A monotone message 
output is neither interesting nor gains citizens attention. The European Union linear nature of 
elitist leadership appears removed from the realities of its citizens, ignores the public 
sentiments allowing hybrid warfare to exploit the public resistance to Brussel politics. The 
response becomes overly complex, administratively burdensome, and difficult to start up.  
 
Innovative programs, mentioned later in this report, are often private initiatives that lack the 
support from exactly the governments and society they tend to protect creating a vacuum 
which are exploited by the adversaries. Strategic foresight is not merely a technological 
solution but must include the human element which is often absent from the responses 
steeped in traditions, perceptions, and limited intellectual capacity.  
 
But not only the EU suffers from the lack of intellectual depth and more so, lack of imagination. 
Corporate leaders in Europe and Asia display a platitude of traditional ‘risk mitigation’ 
techniques failing repeatedly to possess the foresight of emerging threats. These businesses 
are stacked with retired senior officers from the various armed forces in the region the absence 
of strategic foresight is baffling.  
 
For example, a successful non-state campaign has effectively impacted the key industries in 
Indonesia and the rest of Asia. It set the stage for societal changes yet to fully comprehend 
(see vol. 153, 2019). Hybrid warfare can be applied by both sides, the U.S. and Europe and 
its traditional peer competitor. One actor does not rule out the other. The Europeans and U.S. 
policy under U.S. Secretary of State, Hillary Clinton helped to shape the non-state actors to 
cultivate large networks to serve as the vanguards and beachheads in Asia (see vol. 133, 
2019) and Europe for decades.  
 
In contrast the adversaries with relatively little investment the Russian and Chinese active 
measures have achieved its objectives. These structures are nimble, innovative, aggressive, 
and result orientated. They lack structure and often are committed individuals committed 
attackers but receive funding and ideological endorsement to support the overall strategy 
without hindrance.  
 
In contrast the EU or U.S. responses can be jovially described as ‘death by meeting’. To 
undermine the confidence of the Europeans in its political systems, leaders, and confidence 
in the Union is partly associated with ‘big government’ accountability and institutionalization of 
the response. It is slow, cumbersome, and reactive.  
 
FRAGILITY & FRACTURES ON THE FRINGES 
 
The hybrid warfare policy debates stem from a changed strategic framework in the European 
Union. Primarily the Russian annexation of the Crimea and proxy wars in the Eastern Ukraine, 
the inconsistency of U.S. policies towards Europe, Britain’s exit, the growing instability in the 
Balkans, rifts with Turkey and the reorientation of Europe towards Africa and the new Pacific 
strategy, the European strategic landscape is undergoing a make-over.  
 

 
4 https://euvsdisinfo.eu/; accessed on 27 July 2021 

https://euvsdisinfo.eu/
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At the same time, European expansionism in Africa, the Europeans replacing the United 
States in the Middle East to fill the vacuum in Syria and Iraq, and the emerging security threats 
in the Sahel, Niger, Mali, Mozambique, Ethiopia, and the Balkans illustrate the frictions, 
fractures, and fragility of the fringes of the European Union ambitious plans. As the security 
situation deteriorates European policy planners are fearful the emergence of new crisis will 
affect European stability. 
  
The policy rethink was the result of painful slow changes within the political landscape of the 
European Union. Both military and political leaders in Europe had difficulties to decipher the 
adversarial use of hard power within a broad spectrum of soft power elements. The application 
of creative use of smart power further complicated the linear thinking of the Europeans. To 
deal with non-linearity is not a strength of the Europeans. The unprecedented airline hijacking 
by the Belarus government illustrated the limitations of the European Union policy response.  
 
Until 2016 EU security was a NATO guarantee enshrined in the EU political chapters. Security 
was not on the table for EU policy officials and often frowned upon. Trade was the primary 
focus, security was not.  Simplistically viewed, national security was neglected based on a 
naïve worldview of the post-1991 collapse of the Soviet Union.  
 
Hence, the offensive power of hybrid warfare presented the European Union with a particular 
challenge: being taken by surprise without even recognising that one is under a hybrid attack 
until it is too late. Reaching the tipping point to achieve system collapse is not a uniquely new 
feature of hybrid warfare. We find these strategies in most strategic writings, and it is routinely 
applied by non-state actors such as NGOs. The NGO system collapse strategy is surprisingly 
like hybrid warfare of the adversarial states and should be given more attention in the defence 
and security research of hybrid warfare as both are steeped in history of partisan, insurrection, 
and guerrilla warfare. 
 
Only in 2016 the first real Global European security policy5 was adopted under commissioner 
Federica Mogherini replacing the thirteen-year-old European Security Strategy. Initially 
presented as a working, theoretical paper, the Mogherini policy draft quickly gained traction 
and established that the European Union security structures needed an overhaul. The 
aspiration of Ukrainian ascension to join the EU triggered old fears by the Russian Federation. 
The loss of the territorial buffer guaranteed at the end of the cold war exacerbated the rift 
between the Russians and Europe. President Putin’s interview in June of this year cynical 
reactions when asked about the spoken agreements are in writing should provide the EU and 
US policy officials a moment of strategic pause. In Russia politics, culture, and substance 
matters.   
 
European officials argued Russian influence operations in the Ukraine was in retaliation to the 
U.S. intervention in Kosovo, and the loss of influence in the Balkans particularly Serbia. 
Challenging the deep historical and cultural ties between Russia and Serbia triggered a zero-
sum game for the Russians as the dream of Russia joining the European Union vaporized. 
The Russian Federation continue to view the growing number of former countries of the Soviet 
bloc in discussions to join the European Union a threat to Russian strategic ambition.  
 
Following the annexation of the Crimea in 2014 and the rise of Russian hybrid threats towards 
the Baltics and Balkans triggered a shift of the central European defense posture. The 
rearmament of the European Union including upgrades on soft and hard power is in response 
to the shift in threat on the outer rim of the Union.  
 
Particularly the Baltic states of Lithuania, Estonia and Latvia experienced Russian influence 
operation, infrastructure attacks and an increase of an army size conventional force presence 

 
5 https://eeas.europa.eu/sites/default/files/eugs_review_web_0.pdf; June 2016 

https://eeas.europa.eu/sites/default/files/eugs_review_web_0.pdf
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on the borders of the Baltic state are not merely a display of peer power. Interference with sea 
lanes in the Baltic sea is seen as a hybrid threat against the European Union interests.  
 
The EU security policy response was to initiate a five-year security and defense policy review 
was institutionalized and is set to be reviewed in late 2021. Titled the Strategic Compass the 
new security policy is expected to be adopted by March 2022. Hybrid threats, disinformation, 
China, and the Russian federation are on top of the list of threats for the European Union.  
 
In recent discussions on hybrid threats the shift from a tactical threat to strategic consequence 
was evident. European policy officials were warned that disinformation, cyber and hybrid 
threats are strategic in nature, needing a twenty-or thirty-year strategy.  
 
Because hybrid warfare particularly builds on creativity, initiative, and surprise and makes use 
of indirect, covert, non-linear or unconventional strategies, European policy officials continue 
to struggle with finding the right remedies against hybrid threats. This makes identification, 
analysis, and comprehension of the threats particularly important. Most of the institutional 
knowledge of Soviet hybrid operations was lost in the post-1991 period and requires to be 
rebuilt which takes resources, knowledge, and political will.   
 
The pool of experts is still thin although the Hybrid Centre of Excellence (Hybrid CoE) in 
Helsinki, and now the European Digital Media Observatories (EDMO) will coordinate the EU 
efforts across eight hubs in Europe. University research will play a key role in building capacity 
however this will take time to be effective. The operational counter strategies are somewhat 
less clear. Despite engagement with the private sector these efforts are not nimble, overly 
administratively complicated, and only reactive.  
 
The over the horizon capability is considered by EU insiders still in its infancy. Initiatives are 
mainly technical solutions which do not address the ideological or knowledge base on Russian 
disinformation operations or Chinese, Turkish, or Iranian influence operations. In a recent 
hybrid warfare discussion, the ‘whack-a-mole’ was still the primary response to threats.  
 
The European Security and Defence college attempts to develop a pool of experts within the 
EU organizations. This is applied by training, seminars, and professional exchanges. 
However, the impacts in the organizations of the member states are difficult the measure at 
this juncture and naturally differs for each EU member state. The disconnect of a non-linear 
strategy, which is the characteristics of hybrid warfare, requires to rewrite the often-linear 
responses of defense and security policy.  
 
The dichotomy of conventional versus a non-linear strategy that involves all elements of 
government efforts and its strategic capabilities such as diplomacy, politics, economics, 
information, and other non-kinetic approaches as the primary strategy first and foremost will 
require considerable efforts on part of the European Union. Here an offensive hybrid warfare 
strategy applied by the EU could change the outcome and deters adversaries. 
 
HOW TO RESPOND TO A “HYPED” HYBRID THREAT?  
 
Hybrid threats will require the whole of government retooling of its security apparatus and 
defense eco-system rethinking what are the signs of hybrid threats, when applied against a 
state and more importantly how a state responds to the hybrid threat.  
 
Whereas the contextual understanding of hybrid warfare is relatively well articulated by 
academia, policy, defense and intelligence officials, the how to counter the threats is less 
concise. European officials admit to struggle detecting hybrid threats. For example, a cyber or 
infrastructure attack, exploiting cultural or intra-societal divisions, use of psychological 
methods to challenge legitimacy of elected officials may start in a country beyond the initial 
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reach of the capabilities of the Europeans.  
 
One feature rarely addressed is the hyped, deliberate psychological perception of a threat. 
Emotional overreactions to a perception of hyped-up issues should be viewed as a hybrid 
warfare tactic. Psychologists interviewed in Hong Kong repeatedly experienced a state of 
mass hysteria when interviewing arrested protestors. Many detainees displayed excessive 
emotional, unbalanced often illogical, automated, trained views which had little or no history 
of emotional issues.  
 
Amplifiers such as the “surveillance” state narrative, creating a police state, fear of China 
invading Hong Kong, which was categorically denied even rejected by the tier-1 leadership of 
the security agencies at the time, created psychological “snowballs”. Once placed (“seeded”) 
the narratives gained a life on its own, were amplified and accelerated thru the extensive use 
of technology, the already grieved public embraced the narratives through established 
networks in the public.  
 
The concept of the town-crier distribution messages, now equipped with a mobile phone and 
a peer-to-peer account, served as the alternative media layout by passing the traditional media 
outlets instantaneously. This was highly efficient and economical but nevertheless hybrid 
warfare. It paralyzed authorities, rendered the government hapless and undermined public 
confidence.  
 
In highly technological interconnected societies, such as Hong Kong or Singapore, an 
alternative narrative can, and has, quickly gained traction. In Hong Kong the “us” versus “them” 
(the mainlanders) was one of the psychological operational outcomes to incite unrests. The 
psychological distrust of the government and the media (“its controlled”) is amplified in a 
desperate societal need to gain clarification from anyone other than the governments in power. 
Traditional societal seams will collapse dividing society.  
 
But this process was not overnight. Examination of some of the contemporary conflicts shows 
a pattern of one-to-three years in preparation. The 2019 Hong Kong Black Bloc unrests had 
its origins in 2015/2016 with roots as far back as 2008/2009. Local national security leadership 
authorities could not intellectually comprehend how they could miss the ‘dot’s’ although the 
signals were visible present.  
 
This should serve as an example how hybrid threats are misunderstood by a linear institutional 
structure which had resources, men, material, and historical reference points. The European 
Union is undergoing a similar renewal of its national security and defence policies.   
 
In Singapore the breakup of the social cohesion of the racial groups in its society is an 
opportunity for any potential adversary. The strengthening of resilience must be a default 
position for an all-out government effort to counter hybrid threats.  
 
In societies lesser connected or once authoritarian rules are implemented to protect the unity 
of the state, bans the internet, censorship or draconian laws are applied hybrid warfare shifts 
towards traditional tradecraft such as underground press, medical services, and Lennon-wall 
communications and messages amplifying the narrative, organizing as well as visually 
influencing the public, while in transit to work, shopping and interacting with friends.  
 
The Ukraine, Hong Kong, Serbia, Myanmar, Thailand, Malaysia, Egypt, Lebanon, Chile, are 
examples of hybrid threats using psychological operations and provide a considerable stable 
of information applicable to the defense against the hyped threat part of hybrid strategies. 
Hybrid warfare psychological operations is an important tactical aspect often under-reported 
and lesser understood.  
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Psychological warfare sees doubt of future, end-of-world narratives, fear of security, are 
routinely magnified by the point of view of the attacker. Manifestations such as ‘pot-banging’, 
screaming or street theatre, a favourite mocking of the armed forces or the police are some 
examples in undermining the unity of the state.   
 
Whereas legitimate intelligence operations are normal statecraft, hybrid threats are designed 
to hype the psychological aspects of routine intelligence operations and seed doubt and 
uncertainty to change the targets behaviour. This is however not limited to defense (external), 
or internal (domestic) security aspects. The policy question to pose, are these grievances 
genuine as they often carry a kernel of truth security agencies can sympathize with or are 
these actions constitute as a hybrid, organized threat against society?  
 
Examples were observed in Singapore. Sporadic, isolated but nevertheless present these 
actions should be viewed in the context of hybrid warfare testing the limitations of possibilities. 
Hybrid threats are not halted but should be viewed as restrained developments for future 
efforts.  
 
The combination of multiple domains6 and dimensions applied in the hybrid warfare space 
includes covert and the use of military or a use of force, paramilitaries, and/or opportunistic 
criminal groups. The use of a combination of hybrid actors is an amplifier leading towards war. 
In both, the Ukraine and the South China Sea, multiple complexities qualify as hybrid war that 
displayed all the above methods.  
 
The ‘green men’ invading force was clearly Russian regular special forces occupying the 
Ukraine. The definition of what constitutes a legitimate force. i.e., uniforms, insignia, 
weaponry, has become more complex. In this example hybrid warfare created a strategic 
ambiguity, departing from conventional declarations of war paralyzing the European response. 
Claims of ‘contractors’, ‘mercenaries’ were largely rhetorical and ineffective. From the Russian 
perspective the operations were successful. The Crimea was reunited with the Russian 
federation. Both, NATO, and the European Union, is now committed to a resource intensive 
war with uncertain outcomes.  
 
Clausewitz in the European Union is making a comeback but in the context of hybrid war 
multiple spheres of influence reacting to fluidity and may not provide the expected outcome 
that Clausewitz might offer otherwise. Hybrid warfare requires a high level of reactiveness to 
a threat, rapid decision making from the strategic to the tactical level which the European 
Union neither possesses nor is it the organizational culture7 of the EU. It is a linear, 
administrative, regimented, and predictable response. A report illustrated the EU effort to 
establish a Code of Practice (CoP) on Disinformation that despite was considered a valuable 
instrument but displayed significant shortcomings.  
 
Russian, Iranian, and Chinese hybrid war tactics are less structured, operate independently 
as opportunistic but in line with strategic objective loosely defined. This is like non-state actor’s 
strategy based on chaos theory, unpredictability, and random changes requiring an equal 
unstructured, flexible, and highly mobile response.  
 
The European Union recognizes that conventional concepts of war are misaligned with the 
realities of conflict of the past twenty-years. A re-evaluation of the understanding of what is 
hybrid warfare is underway even questioning the meanings of victory. The Europeans view 
one of the benefits of hybrid warfare is that winning is not required. The erosion of the 

 
6 https://www.aninews.in/news/world/asia/china-uses-multidimensional-strategy-to-dominate-rivals-
report20210404212050/; 4 April 2021 
7 https://www.iss.europa.eu/sites/default/files/EUISSFiles/Final%20Report%20-
%20Strategic%20Culture.pdf; no date; accessed on 28 July 2021 

https://www.aninews.in/news/world/asia/china-uses-multidimensional-strategy-to-dominate-rivals-report20210404212050/
https://www.aninews.in/news/world/asia/china-uses-multidimensional-strategy-to-dominate-rivals-report20210404212050/
https://www.iss.europa.eu/sites/default/files/EUISSFiles/Final%20Report%20-%20Strategic%20Culture.pdf
https://www.iss.europa.eu/sites/default/files/EUISSFiles/Final%20Report%20-%20Strategic%20Culture.pdf
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adversary’s will to fight or retreat due to costs for the attackers are too high and seeks a 
political solution is the preferred outcome.  
 
AN ADVERSARIAL PERSPECTIVE 
 
From the Russian and Chinese perspective hybrid warfare is part of total warfare. The 1999 
Chinese PLA treatise Unrestricted Warfare8 receives little attention by the hybrid warfare 
audience in the European Union. But twenty-two years ago, and only three years before 9/11, 
the key tenant of the Chinese strategy laid out the fundamentals of hybrid warfare, to ‘use all 
military and nonmilitary means to compel an enemy to capitulate to a state’s political 
objectives.’  
 
The Russian view differs and can be summarized as ‘use all non-military means’ first with the 
military supporting the political objectives. The current Russian national security policy implied 
the weaker state had to compensate the military inferiority to the United States. Hybrid warfare 
strategies synchronized the use of a multitude of means to be used concurrently with military 
force to prevail in a conflict including hacking into government websites underpinning an 
opponent’s administration of government, disrupting financial institutions, exploiting the 
West’s open media, and promoting social discord. 
 
From the European Union perspective, the territorial and maritime expansion by China is 
viewed in the economical context in direct competition with the Europeans and the United 
States. Hybrid tactics has led to amplifying the misperceptions and distrust. The current ‘mess’ 
in Afghanistan left behind after the United States after the withdrawal from Afghanistan and 
Iraq is viewed with mixed reaction in Beijing and Moscow and contributed to the miscalculation 
leading to war in 2022.  
 
It proves to Moscow that the United States is not the guarantor of peace and stability. It created 
an additional stress factor for the Russian and Chinese strategies which Washington sees as 
a shift away from the burden of the United States. If these strategic calculi will bear fruit is yet 
to be seen, since the Iran, Afghanistan, Turkey, Russia, and China axis not necessarily 
weakens the adversaries but reconstitutes old world order structures dating back to the pre-
1991 Soviet collapse.  
 
The use of non-governmental organizations, by both the United States and Europe, has 
created a climate of unintended consequences. Policy changes that otherwise impossible to 
achieve were initiated with the aid of technology and proxies. The international character and 
interconnectivity of states for some time push for policy changes through proxies is a preferred 
U.S. and European strategy. Both, Chinese and Russian consider the non-violent activities by 
the Europeans and the U.S. as warfare.  
 
Taken the famed words of Gene Sharp into account the use of non-violent strategies is still ‘a 
technique of combat a substitute for war and other violence’. Leaders in China, Myanmar, 
Russia, Turkey and even in Hong Kong view non-governmental organizations to be policy 
tools of the west. Hence network attacks, not necessarily limited to cyber space are 
understood to be increasingly important.  
 
A cornerstone of the collapse theory is based on the stages of networking and mobilization, 
above the line group building of a culture of resistance, sabotage and asymmetric action, 
system disruption and targeting of entire industrial, political, and economic systems, shaping 
public support forcing power to relinquish control of resources, leading to decisive dismantling 
of infrastructure, inducing widespread industrial and political collapse.  
 

 
8 https://www.c4i.org/unrestricted.pdf; February 1999 

https://www.c4i.org/unrestricted.pdf
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For example, the 2021 attacks against a Brazilian meat producer, or the Colonial pipeline 
attacks, although claimed to be criminal networks offer concerning trends for the immediate 
future, muddled the state and non-state actions. From an adversary’s perspective the attacks 
are the very essence of hybrid warfare; ambiguous, deniable, and undermining the public trust 
in democratic economic systems. The aim of disabling not only the data exchange but damage 
the economy and impact the food supplies are no longer taboo in the spectrum of hybrid 
warfare. Anarchist extremists are as commonly applying these tactics as are state actors.   
 
Within the European Union the Chinese Unrestricted warfare also suggest that terrorism has 
vastly disproportionate effects on the national economy and welfare of the states. The threat 
of terrorism to the internal stability of the European Union has since the Paris attacks shifted 
the European security culture as much a 9/11 changed the United States. Hence instabilities 
on the fringes of the European Union create new challenges for the European Union and 
NATO.   
 
Officials point out the direct impacts of challenges of the values of the European Union such 
as human rights, all-inclusiveness, LBGTQ and equality. In particularly the divisions over the 
legal frameworks of the Union, such as the European Public Prosecutors Office (EPPO) is a 
considerable challenge for the newer states of the union in the Balkans and their domestic 
changes to adopt European culture and values and abandon the old social order.  
 
Russia’s cyberwarfare doctrine, or “gibridnaya voyna” (hybrid war), was shaped by political 
scientists such as Alexandr Dugin or Igor Panarin, a senior adviser to Putin with a PhD in 
psychology who viewed a whole of government concept that fuses hard and soft power across 
many domains and transcends boundaries between peace- and wartime. Interestingly the 
European narrative uses similar language to articulate the response. The three stages of 
coerce (“cusp” news setting), co-opt (agenda-setting), and convince (preference-forming) are 
applied to the hybrid information warfare campaign. Social media provides the blending of 
overt and covert objectives. 
 
The European Union views hybrid warfare is as much an intelligence-political tactic as it is 
conventional warfare. Some of EU policy insider’s view that the Chinese theorists9 likely have 
influenced Russian strategy rather than the other way around.  
 
Qiao Liang and Wang Xiang Sui the authors of Unrestricted Warfare stated, “the first rule of 
unrestricted warfare is that there are no rules, with nothing forbidden.”.  
 
For example, in the information warfare space a French cyber caliphate claim was identified 
as a GRU attack aimed to destabilize domestic stability and challenge French social cohesion. 
Accepting the premises of Unrestricted Warfare ignores the international rule-based order and 
laws of conflict, hybrid warfare is legitimized by the opposing state and non-state actors. With 
the European Union consultive political philosophy often mistaken as indecisive, the use of 
hybrid warfare is viewed by the adversaries as an economical and effective use of force 
without the risk of consequence or the threat of war.  
 
The use of asymmetrical tactics threatens the security of the European Union the political and 
operational resolve triggered a shift in the policy attitudes of the European Union initially not 
expected from the adversaries. For example, the targeted neutralization of the Iranian 
Revolutionary Guard commander Sardar Qasem Soleimani was a miscalculation by Iran. 
Soleimani was one of the original architects of the Revolutionary Guards regional expansion 
into Lebanon in the 1980s and was rumoured to be involved in the attacks against the U.S. 
Marine barracks in Beirut in October 1983.  

 
9 https://csis-website-prod.s3.amazonaws.com/s3fs-
public/publication/200702_Burke_Chair_Chinese_Chronology.pdf; 28 September 2020 

https://www.files.ethz.ch/isn/195405/fp_24.pdf
https://aninjusticemag.com/the-panarin-nightmare-442cf75692e8?gi=f16b0339c5ce
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/200702_Burke_Chair_Chinese_Chronology.pdf
https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/200702_Burke_Chair_Chinese_Chronology.pdf
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The assassination fulfils the ‘long arm’ strategy to eliminate a strategic threat and achieve 
tactical dominance. A similar view is taken towards Russian operatives identified by the EU 
security agencies in the case of the sabotage operations in the Czech republic. The ‘long arm’ 
strategy permits to apply timeless punitive actions as needed.  
 
Interestingly some policy experts consider Chinese hybrid operations do not to impact the 
United States but are targeting the strategic partners such as the EU, allies, and non-state 
actors. Chinese disinformation about the COVID vaccines was summarized by the EU as 
positive messaging of amplifying China’s successes, highlighting Europe’s difficulties, and 
sowing doubt about western vaccinations. 
 
The ideological orientation of domination of an adversary such as the United States, is steeped 
in the ideological interpretation of communism. Chinese building of global capacity, insinuating 
officials views with foreign press, purchasing foreign media outlets and establishing new 
media networks (!), conducting disinformation campaigns with a global reach and produce 
favourable media content, controlling content delivery systems outside China and supressing 
or attacking critical views were identified by the European Union counter disinformation 
activities. From the European Union’s perspective Chinese hybrid tactics of disinformation are 
identical to Russian influence operations, only at a larger scale.  
 
Europeans and U.S. consider China as a peer competitor but view the Chinese alignment with 
the Marxist-Leninist ideology with growing concern. Despite the economic and social 
development in China, the establishment of a territorial expansion in the South China Sea 
claiming sovereignty10 and its multi-domain operations created ambiguity and caused regional 
instability.  
 
In the Sub-Saharan space, the fragile environment of ethnic tensions, hate speech to inflame 
social discontent, manipulation of actors, creating political and social discontent, multi-layered 
actors operating in the on-line/off-line domains by-passing and challenging the EU in-country 
efforts, impacting the operational effectiveness of stability missions, and negatively impacting 
the global image of the European are renewing “French imperial ambitions” are presented to 
the public.  
 
The counter narrative of creating, funding, managing alternative media networks in Europe is 
not fully understood by policy officials. Counter efforts are still an academic exercise rather 
than a rapid operational response. Media management, the ‘free press’ a policy darling of the 
liberal political spectrum are often single unit efforts.  
 
For example, Deutsche Welle, Der Spiegel, France24 are all single ‘pebbles’ in the 
disinformation pond. Mainly repetitive of the issues of the day, the message mix, such as 
climate change or other narratives are superficial. It is comparable to a radio tune output but 
no audience to listen as the public has switched the channel. The public has tuned out. 
Consequently, hybrid warfare and disinformation fill this gap. 
 
Although important in the counter hybrid effort, the message, Public Information Operations 
(PIO) ignores the statistical fact of a steady decline in trust in the traditional media. The 
chaotic, often non-controllable new media/native media outlets such as Bromberries and its 
275 domains operating in a diversified spectrum across the globe effectively countered non-
state disinformation campaigns. Disinformation requires a strategic 30–50-year outlook.  
 
State and non-state actors alike view the world order in these perspectives. Over eager 
accountants and intellectual short sightedness undermined the strategic protection and 

 
10 https://www.rand.org/pubs/research_briefs/RB61.html; 2000 

https://www.rand.org/pubs/research_briefs/RB61.html
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created a vacuum which adversaries quickly filled. Knowledge, structures, systems that 
worked, and relationships painfully build over a decade were lost. Both Asian, and European 
retooling of institutional thinking fails repeatedly to possess the intellectual foresight of 
understanding hybrid threats are timeless. And both, Chinese and Russian hybrid operations 
are not purist military campaigns.  
 
Hence the disparity in Chinese intentions versus Russian capabilities overlook the Chinese 
ambitions of firmly establishing dominance in the national security theatres, protecting 
Chinese overseas investments along the Road and Belt initiative. But Chinese expansionist 
ambitions are not solely economical. The European view on Chinese hybrid warfare 
operations is split. One group suggests the Chinese operations are peer power strategies, 
others suggest a more nefarious purpose. One view state,  
 

‘…. the history of war is at least as much the history of irrational decisions, unpredictable 

attacks, and escalation as it is the result of the dictates from a pre-war strategy. Today, this risk 

of irrational behaviour is being steadily increased by major changes in great power 

relationships, the individual civil and military actions of great powers and lesser states, as well 

as the major shifts in military technology that have unpredictable real-world impacts….’ 

 
New technologies are on the rise, the access and daily volume of information disproportionally 
grows exponentially.  With disinformation are on the daily menu so is the rise of insecurity that 
the overload of information has caused. For the near future these two major forces of nature, 
Russia and China and the power dynamics with the European Union and the United States 
and lesser nation states, non-state actors, civil society and even market influencers provide 
the access of new technologies a potent mix of threat dynamics that causes friction and 
fracture in the societal order. Social media once the investment and public darling are the new 
pariah. Hybrid warfare exploit such frictions.  
 
To illustrate the change how Russia shifted from conventional war to hybrid operations we 
need to look to the post-Soviet collapse in 1991. The wars in Chechnya were initially a 
conventional war but had disastrous consequences for Russia in men and material. The 
unconventional warfare that followed and was applied in Georgia, the Ukraine and in the 
Balkans has so far been successful.  
 
Russia continues to this day to pursue a disruptive strategy with Turkey, Iran, and Syria to 
advance its cause. The Russian president in June articulated the near-term future with clarity 
and determination, a policy also reflected by President Xi of China.  
 
The much-misquoted Gerasimov doctrine, which was originally formulated by premier minister 
Primakov, should be viewed more as a politico-military ‘guideline’ for the Russian military. 
Gerasimov who commanded the 58th Army in the North Caucasus Military District during the 
second Chechen war has learned from the bitter lessons of the “new type of warfare”.  
 
Policy observers and academics argue the Russian Federation is geopolitically limited in 
applying hybrid warfare that offers Moscow disrupting European and U.S. relationships and 
build bridges with China or Turkey. We disagree with this view taken the landscape of Russian 
operations as a gauge. Hybrid warfare provides the operational and strategic ambiguity for 
communist based doctrines.  
 
It allows to adopt a semi-state of deniability and push the bilateral relationship on the brink of 
western acceptability. Strategic calculations of disrupting Europe and western alliances are 
based on analysis of the post-Soviet collapse and the recent events in the Ukraine. Moscow’s 
position is based on political simplicity. Preserve the Russian national identity in its areas of 
influence.   
 



 

Page 15 of 21 
 

The Russian president Putin stated that hybrid (asymmetrical) warfare is a strategic position 
of the Russian Federation. Early July 2021 the new Russian national security policy 
pronounces the asymmetrical use in its doctrine. Moscow’s rationale for its aggressive stance 
is based on what it perceives are broken promises and the threat the United States and the 
Europeans pose to Russia’s future. Moscow insists that no single economic and political 
system should dominate Eurasia. Since 1991 Russia has accepted the security order but also 
articulated clearly what are the red lines. Ukraine, Serbia, and Syria are Russia’s redline. For 
the adversaries, culture, context, and history does matter. Hybrid warfare expert argue the 
emotional rationale is not relevant in the economic competition between states. We disagree.  
 
The counterargument was made by the head of the German intelligence service after the 
drowning of a 2-year Syrian boy on the Turkish coast warned of the liberalization of the EU 
immigration rule. The German chancellor agreed, the German intelligence chief was fired, 
triggering discontent within German society and gave rise to the far-right, Alternative für 
Deutschland (AfD) capturing considerable amounts of political power and triggered a political 
crisis for the European Union which showed the fractures within the EU member states. Hybrid 
tactics exploited the human tragedy and laid bare the fissures on the fringes in Europe.  
 
With the availability of technology and globalization hybrid warfare and increased the 
prospects of success making the offensive use of hybrid warfare more likely. Globalization, 
and new technologies are acting as catalysts for hybrid warfare. Examples such as the Illinois 
Water plant attack, the Aramco malware attack or the Stuxnet virus against Iranian nuclear 
facilities creates the impetus to use hybrid warfare indiscriminately in the future.  
 
Experts on both sides of the Atlantic view in the case of China the use of economic strengths 
the geoeconomics, both Russia and China are likely to use military force resembling the global 
competition of the past centuries rather than ideology driven conflicts of the 20th century 
regardless of the use of communist rhetoric. In the context of the United States strategy 
economic warfare is firmly embedded in the policy sanctums in Washington. In Brussels the 
use of economic warfare is still in the early stages of the strategic options.   
 
At this point we need to introduce the cultural understanding of the adversary. Pointed out 
earlier the use of hybrid warfare in the peer power conflict navigates on the bases of 
ideological differences. Whereas the linear, often policy definitions are swamped in legal, 
linear interpretation of international law or bilateral relations, hybrid warfare largely ignores 
these concepts. The 1998 Chinese Unrestricted Warfare doctrine articulates this point.   
 
Recent EU hybrid warfare debates identified the urgent need to address the absence of the 
cultural understanding of the adversary, the lack of Russian and Chinese linguistic, culture 
and comprehension of the social stratosphere.  
 
It is important to note that Turkey has its own strategic interest in the Balkans and is an 
increasingly important player there hence few examine the role of Turkey, its rich tapestry of 
culture and Byzantian intrigues and the growing influence of Islam clashing with the values of 
the European Union. The European Union is pursuing a new strategy towards Turkey 
commencing in late 2021. It is yet uncertain if the renewed efforts will shift the Turkish tilt 
towards Russia, China, and the middle east or the European Union ambitions to integrate 
Turkey is coming to a dead halt.  
 
The growing economic power of Turkey also gives rise in the Balkans. The Western Balkan 
region has historically been a battlefield of generations of power politics11. Ravaged by the 
1991 Yugoslavian civil war old sentiments are returning on the forefront of current frictions.  
 

 
11 https://www.hybridcoe.fi/publications/hybrid-coe-trend-report-2-western-balkans/; 17 March 2020 

https://www.hybridcoe.fi/publications/hybrid-coe-trend-report-2-western-balkans/
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A 2020 report wrote,  
 

The region comprises a “patchwork” in the sense that different religions and empires have left 

their mark on its history, which is reflected in a very heterogeneous population both within and 

between states. With its rich mix of Orthodox and Catholic Churches and Islamic religions, the 

region remains European. Today, a struggle for influence is being waged between the West, 

namely the EU, the US and NATO, Russia, and increasingly China and some Gulf States, all 

of which have different strategies and objectives in the region.  

 
China is interestingly surpassing the Russian investment in Serbia shifting the balance in the 
Balkans. Hybrid warfare will be applied to, either to protect their traditional interests, like 
Russia in Syria, China in Myanmar, France in Sahel, Morocco, or the United States in 
Thailand; to challenge the status quo, both domestically or foreign, or to prevent a competitor 
to gain entry. Examples are the European contest over Turkey and the Ukraine, Russia and 
Belarus or the Baltics rejecting Russian influence peddling. The European Union engagement 
in Asia12 is a new challenger for Chinese interests in East Asia and Southeast Asia.  
 
Since the end of the cold war the Russian leadership views that nothing has changed. The 
2000 Russian National Security Concept sums up Russian sentiments,  
 

“…manifests itself in attempts to create an international relations structure based on domination 

by developed Western countries in the international community, under US leadership and 

designed for unilateral solutions (primarily by the use of military force) to key issues in world 

politics in circumvention of the fundamental rules of international law….national security 

strategy that envisages “symmetrical and asymmetrical measures” in response to foreign 

states’….and, “unfriendly actions that threaten the sovereignty and territorial integrity” of 

Russia.”  

 
Russian intelligentsia view the disruption of the EU-Turkish relationship as a strategic 
objective. This direct confrontation over control of the Black Sea and the undermining of NATO 
and the European Union mirrors the U.S.-European interests in the sea lanes in the Baltic and 
the South China Sea. The same can be said about the Russian colonial proxy actors in Africa. 
Two of the three Russian ‘troll farms’ are in Africa coinciding with a 25-year naval logistic and 
base agreement in Sudan which in early June this year was cancelled after considerable U.S. 
pressure. The Port Sudan agreement would give Russia up to 300 military and civilian 
personnel the ability to ferry weapons into Sudan free of inspections hence flooding the market 
with newer weapon systems.  
 
The delineation between conventional warfare and hybrid war increasingly blurs the lines and 
age-old fault lines between East and West, Russia, Europe, China versus the United States 
surface in the global competitive stratosphere. Whereas viewed hybrid threats/warfare thru 
the lens of U.S. defence doctrine, European Security and Defense Policy the Russian and 
Chinese doctrinal interpretation must be considered. European, and primarily U.S. military 
thinkers consider hybrid warfare as a weak strategy. We disagree.  
 
Communist doctrine considers hybrid warfare as integral part of politico-military strategy like 
air and sea power. Sabotage, disruption of infrastructure, discrediting leadership as legitimate 
targeting practices. Disinformation and discrediting political systems are part of maskirovka or 
deception and kompromat or compromising material are an essential element of hybrid tactics.  
 
For example, in World War Two the Soviet Russian, Yugoslavian, and Greek resistance 
movements are in the modern sense hybrid warfare. The resistance included all elements of 
modern hybrid warfare except for cyberspace, lawfare, and the use of the digital domains. A 

 
12 https://www.ifri.org/sites/default/files/atoms/files/lo_russia_china_india_triangle_2017.pdf; April 201 

https://www.ifri.org/sites/default/files/atoms/files/lo_russia_china_india_triangle_2017.pdf
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criminal assassination of a member of the occupying force, or a bank robbery to fund an 
insurgency are legitimate acts of resistance, and therefore not straightforward military actions.  
 
An explosion of an ammunition storage facility for the Ukraine located in a third country is 
viewed from the Russian perspective, a legitimate target. The state interests may not 
immediately be visible but ultimate is the benefactor with aligned non-state actors, patriotic 
criminals, or proxies.  
 
We can find hybrid warfare in the colonial wars against the French in Indochina, Algeria, and 
Vietnam. The grand strategists continuously shaped by great war experiences, i.e., tanks, 
material, sea, or air power, but hybrid warfare should be viewed as part of conventional 
warfare supplemented with irregular military and nonmilitary forces in collaboration with 
psychological, economic, media, cyber assaults to seed confusion and disorder.  
 
Weaponizing media information exacerbates the perception of insecurity by the citizenry as 
social and cultural structures are pitted against each other. In multi-cultural societies like 
Singapore the use of hybrid tactics could trigger a cascading effect of insecurity. In our 
analysis these are the real implications of hybrid warfare for the city-state.   
 
From an aggressor’s perspective, hybrid warfare is an economic alternative to full blown war 
and can be like a faucet of water turned on when needed. The turning off the faucet is however 
more problematic since the law of unintended consequence may not create the clear-cut 
strategic advantage planners hope to achieve.  
 
In a non-declared state of war this becomes problematic and often drifts into the 
counterterrorism or counterintelligence domains creating the ambiguity hybrid warfare seek to 
achieve. The targeting of the Ukrainian gas supply network is identical to a guerrilla team to 
blow up critical infrastructure. A cyber-attack is therefore more economical and provides 
deniability besides undermining the psychological sense of security.  
  
The European Union experience with cyber war shows the complexities of hybrid warfare. X-
Agent used by Fancy bear (APT 28 known by different names, Pawn Storm, Sofacy, Tsar 
Team, Strontium and Sednit) had direct battlefield implications. Yaroslav Sherstuk from the 
55th Artillery Brigade developed a legitimate Android App in use, which provided a geolocation 
of Ukrainian artillery officers, contact information, SMS messages, call logs, and internet data. 
An infected version was offered in online Ukrainian military forums resulted in the detection of 
gun positions in eastern Ukraine. Hybrid warfare had direct implications for traditional warfare 
in the field and caused loss of life. Important lessons for future operations can be learnt from 
the Ukrainians since the conflict is a blend of conventional and unconventional hybrid warfare.  
 
CONCLUSIONS, IMPLICATIONS FOR SMALL STATES 
 
The U.S. doctrinal debate led by Frank Hoffman, a former USMC Officer in 2005 who penned 
the term “hybrid warfare/hybrid threat” narrative as a somewhat new concept for the U.S. 
military to understand the asymmetrical nature of the combination of kinetic and non-kinetic 
battle space. Secondly, the initial success of Islamic State in the battle of ‘winning hearts and 
mind’ in Iraq shown the combination of kinetic and non-kinetic tactics played a part as much 
as the occupation of the Ukraine in 2015 which shook the fundamental cornerstones of 
European security policy.  
 
Hybrid warfare is neither new nor revolutionary in construct, ideological interpretation of 
warfare or lacks the historical precedents. We must view these trends thru a few different 
political, cultural, and even organizational perspectives. Hybrid warfare is a uniquely U.S. 
centric view. Insurgency, Guerrilla, and disruptive operations although practiced by U.S. 
military doctrine is however a European preferred narrative.  
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Historical references can be found in the Napoleonic wars in Spain (1808-1914), the 
occupation of Austria (1809), the Balkan wars of the Austrian-Hungarian empire (1912-1913) 
or the peasant wars of Germany (1524-1525) with the guerrilla bands of the “black pack” units 
of Florian Geyer’s in 1524. Arson, Anarchy, and terror of the local population were the 
preferred method of the day. The occupation of Yugoslavia (1941 to 1943) and Greece (1941 
to 1944) during the Second World War are another example of hybrid warfare targeted, 
weakened, fixed, and eroded the capability of Nazi Germany to pacify occupied territories after 
the German Wehrmacht overrun the majority of Western Europe.  
 
Even as the early successes of the counter attacks by the United States in Afghanistan 
dislodged the Taliban with relative ease, once ‘big army’ took over the battle space of 
Afghanistan and Iraq, the U.S. ignored the lessons learned from the successes of 
Unconventional Warfare. Small unit operations, disruption of the command-and-control 
structure of the Taliban, Al Qaeda, extremists, even foreign national interests muddled the war 
fighting. What the intervention by the United States has proven is the assumption that hybrid 
warfare does not require to win a conflict by arms.  
 
What followed was a long, painful twenty-year long quagmire in Afghanistan and Iraq and 
likely an even longer path of countering Russian and Chinese ambitions to challenge the 
hegemons. The European Union considers itself as the third super-power block. A view not 
entirely shared by Washington, but a fast-approaching reality in particularly in view of the 
African expansion of the European Union.  
 
The hybrid attacks by the Russians against European interests in the Ukraine, the Balkans 
and now in Turkey, triggered a punitive sanction regime by the EU based on the premise that 
increased costs to be higher to the adversary than the perceived benefit for the aggressor. 
The Europeans calculate that the denying market benefits, since it is assumed economic 
reasons for the aggressor monitors what the Europeans do encourages the policy decision 
making process and, ideally, deters the attackers. The crossing of identified European red 
lines are a shift in EU policy.  
 
Ideologically as much as operationally both, the Russian Federation and Chinese military 
forces are genetically operating hybrid operations as part of its ideological foundation to wage 
war under a political flavour aligned with communism. The view communist ideology is lesser 
important than economics is not shared since the economy is part of the strategic landscape 
relevant for all parties. Pursuing an economic dominance does not exclude communist 
ideology but provides the cultural and societal framework under a mantle of renewed 
nationalism.  
 
The operational and ideological leadership perspective the Russian Federation of today 
continues to adapt maskirovka (deception) not merely as an operational art form to conceal a 
war strategy but as a strategy to deceive, weaken and disrupt the adversaries in defensive 
and offensive operations. The same can be said for the Chinese political-military leadership. 
Hybrid warfare offers China protection while reforming the People’s Liberation Army, Navy 
and Airforce, and weakens the infrastructure and tests the defences in Asia, beyond Taiwan.  
 
What are the important lessons for smaller states, like Singapore in the range of below 10 
million to 30 million citizens? Picking Singapore as an example, at this authors discretion the 
rich city-state serves as an example. This is applicable to Kuwait, Sri Lanka, Switzerland, 
Austria, Slovakia, Slovenia, or Malta as much as any other smaller country around the globe. 
 
Perched in between the great power competitors, China, and the United States, the European 
Union shift towards an Asian strategy adds a new dynamic to the security landscape in Asia. 
Hybrid warfare can be applied by the European Union and the United States in an offensive 
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capability and if challenged by China or Russia, should not be ruled out include actions 
conducted by the Europeans and the United States in Asia. Evidence for a few examples 
exists such as the targeting of Indonesian companies using non-state actors, the black bloc 
unrests in Hong Kong and Myanmar.  
 
Hence questions for Singapore will be a renewed balancing act to preserve its 55-year 
successful defence and political policies towards China, the United States, its neighbours and 
now the European Union. The immediate neighbour Indonesia and Malaysia remains a 
significant instability factor for the city-state.  
 
Questions for Singapore to consider must include what if the United States uses hybrid warfare 
against Chinese interests in the region? Are the policy bodies intellectually and knowledge 
wise equipped with the historical complexities of Russian, Chinese and other actors’ 
deception, disinformation, and influence operations? Is the population protected or understand 
the subject of hybrid, asymmetrical operations and the threats posed to a fragile societal 
structure like Singapore? Racial tension as we can see in countries like Germany or France, 
the United Kingdom as well as the United States are readily exploited by state interests using 
non-state actors.  
 
Are the technology systems hybrid-proof? The breach of the medical records in Singapore 
suggests a state-actor posting the question what was the motivation? No research has been 
conducted if an attack on the medical infrastructure constitutes a hybrid threat. Has the 
overdependency on technology deteriorated the resilience capacity to react swiftly to avoid 
impacting the social fabric of Singaporeans? What if society suddenly has not reliable access 
to its cyber space which has morphed from an educational and entertainment function to 
shape life-threatening medical support systems, water, heating, cooling (!), transportation and 
local and global trade?  
 
What are policy options to deter or response to an identified hybrid threat actor? With hybrid 
warfare always crossing the lines between domestic and foreign operations what is the reach 
of the Singaporean (or any other states) response?   
 
And are the structures of the state, security agencies and human resources sufficiently 
equipped to face hybrid challengers in understanding the foreign actors who operate on 
Singaporean soil as a transit point or staging ground. What is the Russian and Chinese or 
other non-state actor’s intelligence and the states detection capabilities?  
 
For example, Russian and East European organized crime routinely appear in the public in 
Thailand, Indonesia, and can be observed in Singapore. These actors are low level efforts to 
create networks to influence the illicit human trafficking, illicit drugs, and other vices. 
Evidenced in this report the link between cyber-attacks and East European cyber criminals 
strayed from the criminal enterprise towards hybrid warfare with great regularity.  
 
In 2016 a traditional mafia-style murder of a young Slovak investigative reporter uncovered 
the EU member country, with a population roughly the size of Singapore, was on the verge of 
turning into mafia-state. Deep rooted corruption entangled top politicians, the judiciary, the 
police, reporters, business owners, city and district councillors involved in money laundering, 
ordering hits on political opponents, controlling the energy market causing billion of Euros in 
damages to the European Union and Slovakia. After a public outcry, lead by courageous 
journalists across the journalist’s network, the government collapsed. Today about 20 different 
cases of public corruption, fraud, money laundering and organized crimes are handled by the 
Slovak special prosecutors.  
 
Are these networks a threat to smaller states and purely a law enforcement issue? Finding the 
balance between genuine exchange for the human benefit and what are threats to the state 
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requires a new kind of agent that understand culture, mechanics, and motivation of such 
actors. It requires the understanding of culture, language, and current affairs, not necessarily 
immediately visible at the home front. Hybrid threats are always found on the far perimeters.  
 
A few examples are, the assassination of the brother of the North Korean leader Kim Jong-
un, the poisoning of a Russian defector Sergei Skripal and his daughter in the UK, Russian 
intelligence operatives were responsible for the 2014 ammunition storage explosion and a 
second detonation later nearby two months later. Seven years later the EU and the Czech 
government responded with the expulsion of Russian diplomats.  
 
We see the cyber-attack against a major global beef supply operators in Brazil who export to 
Australia, Canada and the United States triggering fears of beef prices to increase and a 
shutdown of a cyber-attack pipeline section in North America, the anti-ship mining attack in 
the Straits of Hormuz by Iran, and a first, using a nations Airforce intercepting a European 
Union registered airplane to arrest a political activist in Belarus, the cyberattack against the 
Austrian foreign ministry and many other unaccounted events can be classified as hybrid war 
actions.  
 
Although the blend of cybercriminal met state interests remains ambiguous at best, the 
impacts of cybercrimes has deep political roots often called in Russian a krysha (or roof), to 
be protected against state interference but benefit the states interests to wage hybrid war. A 
disproportional exponential increase of hybrid threats is accepted by the European Union as 
the new normal. So is the impact on corporations, business, governments and wider society. 
 
With the increase in communications and interconnectivity the threats spectrum has widened. 
Although far from perfect the European Union is actively set policy, laws, men, and knowledge 
operations in motion to counter hybrid threats and harden the EU what is an existential threat 
to the stability of the European Union.  
 
Some progress has been made providing the policy framework for the EU such as safeguards 
the policy space inside and outside the EU, initiate public resilience, empower civil society, 
attempt to reduce disinformation, and aims to prevent the manipulation of information and 
interference by creating policy awareness through its internal educational program for policy, 
military, and intelligence officers. Unfortunately, the process is, as one EU expert put it, “slow, 
sluggish, lazy and incompetent”. Another said, “You can’t outlawyer your way out of 
disinformation or Russian propaganda. We need to take them head-on”. It requires a new 
breed of thinkers, doers and innovation, and strategic funding.  
 
The EU actively analyses and exposes the hybrid threat, build capacity, including structures 
and units that challenge the hybrid threat. Its policies include the 2018 Action Plan against 
Disinformation13, the 2020 Joint Communication on COVID-19 disinformation, the 2020 
European Democracy Action Plan (EDAP), and the 2022 Strategic Compass14 outlining the 
defense and security policy of the Europeans. But then, so what.  
 
An active process to refine the terminology and understanding of the threat, develop a 
common analytical framework and methodology and further develop the EU’s toolbox to 
impose higher costs to the attacker in formulating joint EU responses are across the EU 
partners, G7 and NATO15. The EU Rapid Alert System (RAS) and increased cooperation 
within the European Union is ongoing.  
 

 
13 https://www.iss.europa.eu/sites/default/files/EUISSFiles/CP_151.pdf; April 2019 
14 https://www.iss.europa.eu/sites/default/files/EUISSFiles/Event%20report.pdf; 7 July 20221 
15 https://www.nato.int/nato_static_fl2014/assets/pdf/2020/12/pdf/201201-Reflection-Group-Final-
Report-Uni.pdf; 25 November 2020 
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https://www.nato.int/nato_static_fl2014/assets/pdf/2020/12/pdf/201201-Reflection-Group-Final-Report-Uni.pdf
https://www.nato.int/nato_static_fl2014/assets/pdf/2020/12/pdf/201201-Reflection-Group-Final-Report-Uni.pdf
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An unintended consequence of the hybrid threats posed by the Russian Federation and China 
is the closer collaboration between NATO and the European Union. Contrary to public opinion 
both organizations have increased (!) the cooperation across organizational boundaries which 
can be seen in the NATO 2030 policy report noting the debate on hybrid threats is going 
beyond the Operations Policy Committee (OPC) to include the Public Diplomacy Division.  
 
Doing so would help to combat the current fragmentation and compartmentalization on these 
issues within NATO structures. It further stresses the need to invoke Article 4 could be used 
more regularly in the context of hybrid attacks, even when it is not fully clear who is behind an 
attack (non-attribution). In such situations, Article 4 should be more aggressively used by 
Allies as a basis for political dialogue and signalling unity. Like the European Union NATO 
considers [Dis]-information and propaganda are especially dangerous in times of rapid 
technological advancements.  
 
Singapore role in the global trade, diplomacy and being on the forefront of east-west 
relationship by default is in a lynchpin position.  
 
The loss of stability in smaller states like Singapore, Switzerland, the Netherlands, and alike, 
the undermining of its domestic and foreign perception of stability in the sea of uncertainty 
could unhinge the regional balance of power. Hence hybrid threats to smaller states are a 
reality to the city-state as much as it is for the European Union.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
This is an updated version of the original paper published in 2021. (27 March 2022) 


