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CYBER SECURITY FOR CIVIL SOCIETY IN INDONESIA 

 
 
Earlier this year, Rudiantara, the Minister of Communications and Information Technology, 
announced that the government will soon create the National Cyber Agency (NCA). Although 
the details about how it will work or when it will be ready are not yet clear, Rudiantara indicated 
that this agency will be distinct from an existing cyber security unit, the Indonesia Security 
Incident Response Team on Internet Infrastructure (ID SIRTII). ID SIRTII is a taskforce under 
the Ministry of Communication and Information Technology which functions in a limited way 
as public surveillance (and as a censor) for Internet content. 
 
Meanwhile, the newly planned institution, the National Cyber Agency (NCA) will be in charge 
of consolidating cyber security for critical infrastructure, from energy to public transportation. 
Thus, the National Cyber Agency will conduct a set of cyber protections for the information 
technology system of the state-owned enterprises. As Rudiantara states, this development is 
prompted by a need for a stronger institution that, “…not only focuses on military defense, but 
also the network resilience in all public utilities.”1 Within its Defense Ministry, Indonesia already 
has the Cyber Operations Center, yet its concern is limited to the defense and prevention of 
cyber warfare with another country. 
 
The beginning of the National Cyber Agency (NCA) represents the government’s move to 
include cyber protection in the broader scope of the national security agenda. It is one step 
beyond the idea of a “cyber army” suggested by Purnomo Yusgiantoro, the former Minister of 
Defense, or the suggestion by Tifatul Sembiring, the former Minister of Communication and 
Information Technology, “to include cyber security under the National Police”.2 Those two 
suggestions consider the need for cyber security only in the areas of defense and law 
enforcement. 
 
As a civilian agency conducting an integrated safeguard against rising cyber threats in all 
public sectors, it is vital for the National Cyber Agency (NCA) to also include the immediate 
interest of the general public in its security agenda. As the technology and cyber spheres are 
very instrumental towards supporting the openness of public policy and in protecting civil 
society, with the plan to form the NCA as specific institution on cyber protection, the 
government needs to first build a policy framework on cyber protection that is conducive to the 
functioning of democratic society in Indonesia. Cyber security is increasingly important for 
internet users, including stakeholders in governments, the private sector and civil society. This 
circumstance argues that it is imperative for the Indonesian government to address protections 
for civil society in developing its cyber security policy. 
 
Conceptualizing Cyber security 
 
Cyber security refers to the security of digital information stored on electronic networks, as 
well as the security of the networks that store and transmit information. However, there is little 
consensus on how exactly it is defined. Cyber security is sometimes used interchangeably 
with information security, “…the protection of information and information systems from 
unauthorized access, use, disclosure, disruption, modification, or destruction in order to 
provide confidentiality, integrity, and availability.”3 Information security and cyber security refer 

                                                      
1 http://www.thejakartapost.com/news/2015/01/07/govt-set-national-cyber-agency.html, January 7, 2015 
2 http://csis.org/publication/indonesias-cybersecurity-opportunity-deeper-cooperation, November 26, 2013 
3 Richard Kissel, Glossary of Key Information Security Terms, National Institute of Science and Technology, US 
Department of Commerce February 2011 p. 93. http://books.google.com/books?id=k5H3NsBXIsMC  
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generally to the same thing. However, information security is used by organizations and IT 
professionals, while cyber security is more generally used in policy debates, and when 
information security issues are framed as national security issues. 
 
The International Telecommunications Union (ITU) defines cyber security as:  

 
“the collection of tools, policies, security concepts, security safeguards, guidelines, risk 
management approaches, actions, training, best practices, assurance and technologies 
that can be used to protect the cyber environment and organization and user’s assets.” 
Cyber security strives to ensure the attainment and maintenance of the security properties 
of the organization and user’s assets against relevant security risks in the cyber 
environment. The general security objectives comprise the following: Availability; Integrity, 
which may include authenticity and non-repudiation [and] Confidentiality.”4 
 

This definition is somewhat broader than information security. Rather than just protecting 
information systems, it also protects cyber space and internet user’s assets. It refers to not 
just the securing of information systems, but also to the use of information systems to secure 
assets. The concept of cyber security is currently undergoing a deepening and widening use. 
Cyber security and information security were previously technical concepts, discussed mainly 
by geeks, IT professionals, corporations, states, and military, intelligence and security 
agencies. The concepts are now increasingly important to us all and have expanded to include 
more than the previous narrow concerns of the technical community, businesses and the 
state. This emphasizes the importance of expanding opportunities for more and more 
stakeholders to engage in cyber security issues. 
 
When cyber security is framed as a national security issue, issues regarding technology and 
the internet are securitized—brought onto the security agendas of states. This may be 
counterproductive. State actors may have a conflict of interest in securing information; 
militaries, for example, may want to develop offensive weapons, while intelligence agencies 
may rely on breaking or circumventing information insecurity in order to better surveil their 
targets. Cyber security may also be used to protect state secrets, and criminalize 
whistleblowers as cyber security threats.  
 
Civil society may be marginalized as a result of this. Focusing on the state and its security, 
“crowds out consideration for the security of the individual citizen, with detrimental effects on 
the security of the whole system.”5 As a civil society, we must make sure that we can harness 
the broadening of the concept of cyber security without marginalizing our role as stakeholders. 
When we talk about cyber security, what is at stake is the voice and power of civil society as 
a stakeholder. 
 
Cyber Threats in Indonesia 
 
Indonesia’s Central Statistics Agency records over 80 million Internet users within the country, 
which is the sixth largest number of users globally. Unfortunately, the high Internet penetration 
is also accompanied by low awareness of looming security threats. As internet users increase, 
so does the amount of malware, fuelled by ubiquitous smartphones and social networking 
applications offering new vectors for infection. 

                                                      
4 ITU Resolution 181, Guadalajara, 2010, http://www.itu.int/osg/csd/cyber security/WSIS/RESOLUT ION 
_181.pdf     
5 Dunn Cavelty, “Breaking the Cyber-Security Dilemma: Aligning Security Needs and Removing Vulnerabilities.” 
Science and Engineering Ethics, April, 2014. 
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According to Indonesia’s Communications and Information Ministry, there have been 36.6 
million cyber-attacks in Indonesia in the past three years.6 Most of the recorded attacks are 
attempts at data theft. Not only are corporations and government institutions affected, but 
every other Indonesian citizen is also susceptible to this type of attack on a daily basis.  
 
The numbers of related policies and regulations on ICT security are still very limited in order 
to protect the rapid growth of the ICT sector in Indonesia. Indonesia has only two legislative 
acts that describe security in the ICT sector. Compared with other countries, Indonesia has 
lagged behind in ICT security policy and regulation. For instance, Indonesia’s neighbor 
Malaysia  has already passed the Computer Crime Act (1997), Digital Signature Act (1997), 
Telemedicine Act (1997), Communication and Multimedia Act (1998), Payment System Act 
(2003), Personal Data Act (2010), etc.7 
 
Furthermore, it rarely seems that the protection for citizens is at the center of cyber security 
policies. The Directorate of Information Security of the Ministry of Communication and 
Information Technology reports that in 2010, 86% of internet users in Indonesia are victims of 
cybercrimes. 8 More specifically, according to a DAKA (a research consultant in cyber security 
and e-government) Advisory Report in 2013, most of the cyber threats in Indonesia are related 
to website vandalism and economically motivated scams, rather than politically motivated 
cyber attacks. 9  Nawala Nusantara, a foundation that provides an alternative service for 
domain name servers (DNS), further corroborates this report by finding that there are at least 
100 new online scam websites every day.10 
 
While Internet users are the most susceptible to cyber threats, addressing the vulnerability of 
users and specific technical difficulties are not usually major concerns for the government in 
developing cyber security policy framework. For most users in Indonesia, cyber security 
seems to be a sophisticated issue exclusive to IT experts due to the use of language and 
terms that are often high-level, vague, and abstract. The general public is still uninformed 
about basic fraud schemes like phishing or basic threats like spam and malware, let alone 
more cutting-edge hacking methods like keylogging or proxy hijacking.11   
 
 
User-Centered Cyber Security Policy for Civil Society 
 
Cyber security discourse in Indonesia is dominated by states and corporations and focuses 
mainly on their security, rather than the security of civil society and of internet users. Civil 
society needs a vision of cyber security that puts the digital security of internet users at the 
center of its focus. Attaining cyber security that protects human rights, including the right to 
privacy, while also ensuring an open and secure Internet is imperative for establishing civil 
society in Indonesia.  
 
It is also a challenge to maintain security while preserving the open nature of the internet. It 
should be noted that cyber security does not necessarily amount to excessive control or 
extensive surveillance. Cyber security can be used to introduce and legitimize modes of 
censorship and normalize such censorship. In Russia, for example, a “Single Registry” of 

                                                      
6 Zainal A. Hasibuan, http://www.slideshare.net/ditkaminfo/iisf-indonesia-national-cyber-security-strategy-v2  
7 Ibid. 
8 Bambang Heru Tjahjono, http://csirt.stikom-bali.ac.id/download/stmik-CERT13Mei13-01.pdf  
9 http://dakaadvisory.com/wp-content/uploads/DAKA-Indonesia-cyber-security-2013-web-version.pdf  
10 http://www.tempo.co/read/news/2013/07/07/096494259/Setiap-Hari-Ada-100-Situs-Penipuan-Online-Baru  
11 Setiadi, F, YG Sucahyo, and ZA Hasibuan. "An Overview of the Development Indonesia National Cyber 
Security." International Journal of Information & Computer Science 6 (2012): 108. 
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banned websites is intended to give the government the ability to shut down any website that 
is deemed as harmful to children; including sites containing child pornography, information 
about drugs, and information on how to commit suicide. The registry “however could lead to 
random censorship of websites and free speech,” and “wind up blocking all kinds of online 
political speech”12 
 
High states of security for Internet communications may require limiting access to well-
documented individuals or organizations. Such documentation may itself invade individual 
privacy or organizational needs for confidentiality. After the 2001 terrorist attacks in the United 
States, many increased security measures were demanded. These included increased 
security inspections at airline check-in locations, better readiness for emergency response, 
and an overall increase in data gathering and surveillance of both citizens and immigrants.13 
As such, the subject falls within the ‘security vs. privacy’ debate, and demands, in particular, 
an investigation into whether it is possible to build ‘human rights by design’ security policies, 
i.e. a security policy that reconciles both security and human rights. 
 
Cyber security should strive to protect netizens from an exaggerating surveillance. It means 
that cyber security policy should balance all of the interests involved. We must ensure that its 
operations are subject to civilian and parliamentary oversight. Civil society and lawmakers 
need to be especially vigilant in this regard. A secure cyber realm for the civil society also 
means ensuring that cyber security is consistent with the rights that are essential to free and 
democratic societies. In this matter, the National Cyber Agency could work collaboratively 
with, if not oversee, the ID SIRTII in performing as the internet watchdog.  
 
To develop a suitable cyber security approach for civil society, building robust internet 
networks or utilizing hi-tech protection software will not be adequate. Public awareness is 
equally important as public involvement in cyber-risk management could be the key element 
for an effective cyber security strategy. It will be a good idea for the National Cyber Agency to 
cultivate cyber security awareness with a bottom-up approach, rather than imposing it from 
the top-downwards. The objective is not only to familiarize the public with cyber security 
issues, but also to nurture an attitude conducive to security in the utilization of the Internet.  
 
The concept of a Cybersecurity Mindset, introduced by Professor William Dutton, the co-Chair 
of Global Cyber Security Capacity Centre, at Oxford University, could be encouraged as the 
rationale for developing a cyber security policy. “As a mindset, the need for security would be 
unquestioned or not continually revisited. It would be seen not as an optional burden, but as 
a cost of doing business. For the users, it would not be an ad hoc criterion of choice, but a 
routine and learned as an almost instinctual response set” (Dutton, 2014:7).  
 
This idea represents an important shift to a more user-oriented approach to cyber security 
practices.  This perspective corresponds well to the adagium saying that “The best way to 
protect people’s rights is to enable people to protect their rights themselves.” In this manner, 
cyber security is internalized as a norm that becomes part and parcel in the use of Internet. 
The code of conduct in the safe use of the internet should become familiar to the Web users. 
An easy action like authenticating an identity in a network, surfing the internet safely, being 
alerted about spam, or equipping internet devices with an updated anti-malware program 
might just be an effective  protection. Still, many users are ignorant about the importance of 
preventing and reducing the risk of cyber-hazards.  
 
 

                                                      
12 Andrei Soldatov & Irina Borogan, http://www.wired.com/dangerroom/2012/11/russiasurveillance/all/  
13 Michael O’Neil, http://www.brookings.edu/research/articles/2001/12/winter-internetsecurity 
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Conclusion 
 
While generally civil society should be interested in an open internet that promotes freedom 
of expression and access to information, secure communications are also in its interest. 
Confidence in the security and privacy of communications infrastructures enables civil society 
to conduct its affairs without worrying about theft of money or information, or worrying about 
electronic surveillance. 
 
The Internet is not only significant for defense, but also essential in supporting economic 
activities and optimizing social development. With the public interest in economic and social 
sectors being in the center, the notion of cyber security needs to be re-defined. Cyber security 
discourse should focus more on information security vulnerabilities, rather than on threats and 
responses. This focus would help to delineate what constitutes a cyber security issue, avoid 
cyber security escalating into a counterproductive national security issue, and place a practical 
focus on the protection of all internet users. 
 
Multi-stakeholder discussions must be fostered in debates about national cyber security 
strategies. Civil society needs to actively engage in the formulation of national, regional and 
international cyber security policies and agreements. Civil society, the academic and technical 
community, Internet users and content creators (netizens), the private sector, business, the 
military and intelligence agencies must all be present at the discussions. 
 
Before the establishment of the National Cyber Agency, it would be strategic step for the 
government to invite public and private sectors (such as academics, industries, bloggers, 
associations, ISP, etc.) to establish closer interaction and cooperation. It enables the creation 
of a comprehensive internet policy that encompasses various aspects—economic, social, 
educational, law-enforcement technical, diplomatic, military, and intelligence-related aspects.  
 
By including wider publics and putting  civil society at the center of the cyber security policy, 
will mean that  the government expects technology to be utilized at its best to sustain the 
continuity of democratic society in Indonesia. In this way, the National Cyber Agency could 
take the lead in building cyber security for civil society in Indonesia. With the wide authority it 
will hold, let’s hope that its orientation leads to an open, comprehensive, and representative 
policy for the Indonesian cyber realm. 
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