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Abstract: Information Warfare and Influence Operations (IW/IO) are offensive tools in
countering state and non-state disinformation. If applied in the context of statecraft, IW/IO
can be an offensive deterrence strategy to any would-be adversary. Evidence suggests the
shortcomings of traditional public affairs/public relations campaigns. Dealing with a large
body of data of adversarial disinformation, we must embrace the non-linear, non-symmetric
approach to Information Warfare and Influence Operations (IW/IO). An urgent need for
intellectual innovation, resources, and resourcefulness, technology and drawing from the rich
tapestry of the history of Information and Influence Operations (IIO) is underutilized. This
paper adds to the growing number of voices warning policymakers of falling into a pattern of
predictability of traditional but flawed manual-like responses.

Bottom-line-up-front: The Information Warfare and Influence Operations’ historical records
show consistently a determined campaign influences political, economic, and social
outcomes. The European Union should create a more sustainable strategic Information and
Influence Operation concept beyond the tactical or only military application. This requires
resources, skills, out-of-the-box approaches beyond a limited accounting cycle and should
not be mistaken with PR campaigns to get ahead in the battle of ideas.

Problem statement: How to assess and understand the need to transition research on
Information Warfare from “problem stating” to holistic solutions in the policy space and a
strategic context?

So what?: Russian disinformation practice is as valid today as it was three decades ago.
And like during the height of communism, the threat was initially under-estimated in the early
2000’s. Disinformation remains a recognized threat to the domestic and external stability of
the European Union and its allies. Little has changed to curtail or defeat hostile adversarial
actions. Institutional knowledge was lost despite Information Warfare and Influence
Operations being part of legitimate statecraft and requiring a non-traditional, non-linear
process, innovative thinkers, hands-on operational experience, and expertise to apply a
forward-leaning approach to protect our societies.

World War Il is a guerrilla information war with no division between military and civilian
participation
(Marshall McLuhan, 1970)

Information Warfare and Influence Operations (IW/IO) are the current axioms in the strategic
and policy spaces within the European Union Security and Defense realm. Routinely
featured in the European Union, NATO, and the United States debates, it is neither the
question of policy or technology but the absence of expedient operational flexibility,
innovational approaches to counter adversarial disinformation or influence operation. The
European Union consistently shows a haphazard, overly bureaucratic, and administratively
burdensome[1] response. Speed, agility, and volume is the coinage of Information and
Influence Operations.

This paper critically addresses this complex topic with the view of recognizing that
Information and Influence Operations play in today’s political, social, and economic
landscape[2]. However, all parties agree that the topic is neither new nor revolutionary[3]. It
is part of genuine statecraft{4] committed by all actors. Yet, the digital revolution raised the
stakes. Research shows a 150% increase in social media manipulation campaigns since
2017 underscores the critical nature[5]. Research shows that China is estimated to employ
between 300,000 to 2,000,000 people working in disinformation. The counter forces are
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rather thinly spread[6]. This paper aims to trigger a perhaps more forward-leaning outlook
while engaging in Information or Influence Operations as a discipline within the European
Union national security framework.

The Costs of the Rough End of Soft Power

In particular, the impact of Information Operations on the economy, a pillar for the European
Union, is seldom addressed. Whereas economic warfare is part of US strategy, the
European Union continues to hold a somewhat archaic view on the implications of hostile
Information Operations. Economic impacts such as the weaponization of energy and
“collaboration of suitable economic, business and political projects” go beyond Russia and
Chinese interests[7]. A 2019 economic study revealed that disinformation costs the global
economy annually $78 billion[8]. The UK House of Common 2019 report added $39 billion
losses every year due to disinformation[9].

The figures must concern us. Investments in the Information and Influence Operations
measures pales compared to the losses the European and its allies suffer. The 2019 Oxford
university study also shows a consistent growth of the global disinformation campaigns[10],
[11] regardless of the policies efforts by European Union. The study identified at least 70
countries engaged in political disinformation campaigns demonstrating the popularity of
disinformation. Consequently, the 110’s response needs to be viewed with a strategic
rationale.

Paul Stockton, in a 2021 study, wrote, “But today’s IOs differ from the coercive pressures
that the United States could face in an edge-of-war confrontation in the South China Sea, the
Bailtics, or other potential conflict zones. Coercion relies on threats of punishment to convince
an adversary to yield in a crisis”[12]. But disinformation campaigns go beyond the political
realm and requires the intellectual depth to understand the complexities of the Russian and
Chinese disinformation and counter-information “game”.

The lack of innovation and comprehension by the policy and business community leaders is
staggering. Almost none of the business community is engaged in Information Operations,
left to the government, although the business community is routinely a victim of
disinformation campaigns[13]. One aspect of disinformation operations is the very tangible
outcome of losing market share or market space denial[14]. Hence, Information Operations
cascades throughout the social fabric of the state, business[15] and society[16] if applied as
an offensive response to adversaries. It warrants a more in-depth examination of the impacts
of Information Operations in support of economic warfare.

Developing an offensive capability is a logical choice of improving the toolbox of the
European Union and within the state-norm to protect the interests of the European Union.
However, Influence Operations are inherently an offensive tool and should be used as such.
China’s emerging as a powerful[17] force in the global disinformation landscape is
considered one of the most significant developments of the past years[18]. Operating beyond
the traditional realm of Chinese territories, Chinese influence operations surface in the
Balkans, Africa and elsewhere. Like Russian, Iranian, Turkish, and other interests, it is
imperative that Europe’s defensive capabilities are rapidly bolstered.

Developing an offensive capability is a logical choice of improving the toolbox of the
European Union and within the state-norm to protect the interests of the European Union.
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The Threat Never Vanished

Despite the development of highly detailed EU policies, think-tank papers, technology
initiatives, conferences of experts in hybrid and asymmetrical warfare, semi-hysterical
responses by mainly western media outlets[19], ‘old-hands’ of the cold war days snuggle at
the suddenly revived interest in adversarial disinformation. A certain ‘Schadenfreude’ of we-
told-you-so circulates within the small community of old hands. For the now older generation
of counter-information/-propaganda operations experts, the threat had never vanished
despite the Soviet Union's collapse thirty years ago. It continues to evolve, metastasize, and
adopt[20], utilizing technology and political support with ease and great success. In contrast
to Europe and the United States, active measures are part and parcel of Russian and
Chinese doctrine. Increasingly adopted by newer actors such as Iran, Turkey, and
extremists’ movements such as the Taliban and non-state actors, the Europeans have
considerable room for improvements.

For the now older generation of counter-information/-propaganda operations experts, the
threat had never vanished despite the Soviet Union's collapse thirty years ago.

The US, and particularly the Europeans, still struggle and engage in knee-jerk reactions[21],
semi-panic political (ab)-sense of leadership given the adversaries almost mythical,
perceived powers of Information Warfare/Information Operations aimed to influence western
policy[22]. Ukraine[23], Crimea[24], South China Sea[25], Afghanistan, the Western
Balkans[26] and Africa[27] are sufficient examples of how the various actors successfully
applied Information Warfare. Some literature argues that the absence of rigor fails to
recognize the diversity of mis- and disinformation, its forms, motivation, and
dissemination[28]. In particular, the process of ideological ‘redpilling’, feeds the public distrust
contributing to the radicalization of societies[29]. With the digital landscape, traditional
approaches are insufficient to counter the massive volume of hostile actors.

Viewed from the sidelines, the European Union was caught sleeping, responded sluggish
and slow with a predictable response. The Brookings Institute wrote, “The EU’s aftempt to
share information and spot trends through an early-warning system about Russian
propaganda has produced no alerts and is struggling to be relevant’[30].

In its response, the almost linear, bureaucratic approaches by the European Union make the
counter-information actions predictable and therefore limited in effectiveness with the
targeted audiences. Judy Dempsey wrote that the Russian disinformation campaigns are
systematic, well resourced, and perpetrated on a large scale than similar campaigns
including China, Iran, and North Korea[31]. Watts and Rothschild provide some sense of the
colossal size of disinformation facing democracies[32].

One of the trademarks of Information Operation is fluidity and rapid responses, not
necessarily the grammatically accurate representation of facts. For mass mobilization,
negative influence, as seen in Hong Kong, speed matters over the accuracy of narratives.
Today some argue that notions of propaganda aptly describe the contemporary information
campaigns conducted by many activists[33]. Therefore, any counter-response demands to
go beyond one-dimensionality-tit-for-tat strategies. It is a flaw of the western approaches to
Information Warfare that attempts to achieve perfection in response, missing the emotional
issues surrounding disinformation/counter information. In the digital space speed,
imperfection, and volume matter.
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For the now older generation of counter-information/-propaganda operations experts, the
threat had never vanished despite the Soviet Union's collapse thirty years ago.

Distinctive Features of the Contemporary Model
for Russian Propaganda

1. High-volume and multichannel
2. Rapid, continuous, and repetitive
3. Lacks commitment to objective reality

4. Lacks commitment to consistency.

RAND, The Russian “Firehose of Falsehood” Propaganda Model

Information Operations targeted audience can be summarized as: a) the public, b)
incapacitating or paralyzing the leadership, c) influencing the military and d) influencing
political decision making. Creating fear and panic causing distrust in the population is the
strategic objective. Influence and Information Operation provide the fertilizer to tip behavior of
adversaries as a cost-effective alternative[34]. Although undoubtedly relevant, quantity over
quality is a constant misperception held by the high powers of Information Operation. The
RAND study wrote, “Russian propaganda is produced in incredibly large volumes and is
broadcast or otherwise distributed via a large number of channels. This propaganda includes
text, video, audio, and still imagery... propagated via the Internet, social media, satellite
television, and traditional radio and television broadcasting.... The channel [RT] is
particularly popular online, where it claims more than a billion page views. If true, that would
make it the most-watched news source on the Internet. In addition to acknowledged Russian
sources like RT, there are dozens of proxy news sites presenting Russian propaganda, but
with their affiliation with Russia disguised or downplayed”.[35]

In the Counter-intelligence ecosphere of Information Operation, one of the dead-giveaways is
the attempt to prove in chapter and verse, preferably with hyperlinks, the falsehood of the
argument, submitted to the academic, legal, moral, and other rigor of the response. However,
it misses the audience, their interests, and their concern. By the time the counter-narrative is
responded to, the digital world of disinformation has moved on, the audience rolled their
eyes, and the narrative is lost in the tsunami-like volume what a RAND study called the
Russian “Firehose of Falsehood’136] of daily misinformation by the adversaries. Research
suggests that all other things being equal, messages received in greater volume and from
more sources will be more persuasive. Quantity does indeed have a Quality of its own.
Volume does matter[37].
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...In an information environment characterized by high volumes of information and limited
levels of user attention and trust, the tools and techniques of computational propaganda are
becoming a common — and arguably essential — part of digital campaigning and public
diplomacy....

Whereas World War Two and the Cold War has a long history in countering disinformation
after the collapse of the Soviet Union, thirty years ago, both institutional knowledge and skills
were relegated to the dusty archives of history. By 1992, the cold warriors countering Soviet
propaganda were retired, their experiences boxed up and archived. Institutional knowledge,
personnel, linguistic and operational knowledge was lost and largely forgotten. Brian
Raymond argued that the United States and the European Union needs a Counter-
Disinformation strategy and cold war era tactics are not enough[38].

With the rise of Russia and China,[39] the political propaganda saw an equal adaptation by
Islamic State, the Taliban, and other extremists. By 2014/15, the return of propaganda was
seen in the false stories of the Polish president insisting on Ukraine to return former Polish
territory, or the Islamic State joining pro-Ukrainian forces, to name a few. Information
Warfare/Influence Operations is a first-strike option supporting military operations. Hence the
absence of a counter-information program creates a political vacuum that could lead to
misjudgment by the adversaries.

With Islamic State for the first time, we saw a dramatic shift in Information Operations. In the
case of Afghanistan[40], similar efforts were underway[41], but once more, political
shortsightedness within the policy decision-makers, the absence of strategic and political
consistency created ambiguity and the absence of strategic (not to be confused with tactical)
direction. Emerson Brooking illustrates that a strategic counter-ideology strategy is needed
and that the Taliban has waged-and now won- a singular, focused, twenty-year information
war. Taliban has clearly articulated the purpose of its regime[42]. In the broader context of
Europe’s need for an Information warfare strategy, the west has no such purpose.

Back to the Roots!

Not so for the strategic competitors of the European Union. Information Warfare and
Influence Operations are integral parts of Russian and Chinese, Turkish, Iranian, and other
political interests. Although claimed by the United States as a ‘policy of the weak’[43], [44],
[45], it is an oversimplification and disregards the strategic comprehension by western
interpretation of adversarial Information Operation.

It represents a policy of hubris adopting this view by the European Union, NATO, and the
United States, given the significant contribution by the Double Cross System, also known as
the “XX”-system by the Twenty Committee to defeat Nazi-Germany. Forgotten or largely
unknown in Europe are the works of Too Chee Chew, better known as CC Too, who was a
major exponent of Information Operations in countering the communist threat in Malaya. His
psychological warfare section was responsible for many of the tactics and innovations even
in use today.

Forgotten or largely unknown in Europe are the works of Too Chee Chew, better known as
CC Too, who was a major exponent of Information Operations in countering the communist
threat in Malaya.
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More important, CC Too was a research assistant, a teacher, but an avid reader of the
enemy’s propaganda. He had no military training, nor was he a battle-hardened veteran who
bore arms. He was a reader of the adversary’s narrative. The works of CC Too Psychological
Warfare Section are overlooked by the shallow interpretation of what constitutes the space of
today’s counter-information campaigns, often applied as an extension of a military campaign
rather than a comprehensive all-out effort of governments. Other examples show, “Mattis told
the committee that CENTCOM lawyers had determined the activities were “strictly within the
guidelines of the law” and that “in today’s changing world, these are now traditional military
activities. They’re no longer something that can only be handled by Voice of America or
someone like that.” .... In this environment, it is difficult to pass down a coherent 10
[information operations] plan from the strategic to the tactical level. Each geographic location
is unique.”’[46]

Other more contemporary examples such as the Gulf War in the 1990s or Operation Earnest
Voice (OEV) in Iraq first deployed against Al Qaeda with a 200 million USD budget, but by
2011 the program was still ‘experimenting’, making a point of a cohesive strategy was
absent. The program focused on old, mainstream, TV and radio transmissions and public-
affairs blogging[47]. On the other hand, in 2002, the Taliban activated its media arm and
used Facebook, WhatsApp, and other live feed media. For example, far-left extremists in
Australia linked to Indonesians residing in Hong Kong were linked to the Kalifate of the
Islamic Republic of Afghanistan as early as 2010 through a Facebook account.

In areas with low interconnectivity, illiteracy, mainstream broadcasting of a narrative will need
non-traditional distribution channels to reach the hinterlands of the Western Balkans, depths
of Africa or other regions of interest. In the global Information and Influence Operation
landscape, the battlespace is not geographical limited to physical borders in Europe. Battles
over Turkey are fought in Qatar, Azerbaijan, or Kazakhstan. Once more, large volume
matters.

Despite the historical successes, the European Union views IW/IO as an after-thought, often
defensive or reactive (“tit-for-tat”) response rather than a sustained strategy. Although hybrid
threats are seen as a threat to the external and internal stability of the European Union, the
counter strategies are ambiguous and often fragmented responses. An organizational and
cultural transformation of the European Union policy is needed. One aspect is clear:
Information Warfare and Influence Operations are here to stay.

Author: Marc Dubois, specializes in operating counter disinformation campaigns, lectures on
the subjects such as counter-terrorism, far-left extremists, fringe radicals, intelligence
reform, radicalization of society, disinformation operations by non-state actors.
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